Windows PC Socket Messages

The SonarMite application software uses UDP socket messages to send data between the
SonarMuite software and Siteworks via the extension module. These messages are broadcast
over the TCP/IP connection to the local machine. In most cases they are received by a local
version of the extension module but can in effect be used over a WiFi or wired network. The
user needs to ensure the network TCP/IP properties and the Windows Firewall parameters have
been setup correctly ...

Versions working with Siteworks use UDP socket number 1600 by default, the socket
messages assume that ...

e The Computer is configured for TCP/IP connection

e TCP/IP advanced settings are configured correctly
e Windows Firewall has been configured correctly

Windows Firewall

The following example uses the PTest.exe example the SMwrks.exe application is similar ....

@ Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of PTest on all public and private
networks.

a Name: PTest
Publisher: TODO: <Company name >

Path: E:\siteworks\debug\ptest.exe

Allow PTest to communicate on these networks:
[JPrivate networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

| &) Allow access | Cancel

Windows Defender firewall warning
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Firewall Configuration

From the Windows Settings menu select the following options ...

Windows Defender Security Center
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) Firewall & network protection

View network connections, specify Windows Defender Firewall settings,

and troubleshoot network and Internet problems.

Ble Domain network

Firewall is on.

%@ Private network

Firewall is on.

3 Public network (active)

Firewall is on.

Allow an app through firewall
Netwd oubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

1 Firewall page - Select Allow an App

Allow apps to communicate through Windows Defender Firewall
To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

Allowed apps and features:

Name
Network Discovery
OneNote
Paint 3D
[JPerformance Logs and Alerts

TR Desk
[JRemote Even

t Log Management

[JRemote Event Monitor
[[]Remote Scheduled Tasks Management

2 Allow App page - Slect App details

GChange settings
Private  Public »

O

O O

Fooox
o000

Remove

Allow another app...
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Allow apps to communicate through Windows Defender Firewall

To add, change, or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate? GChange settings

Allowed apps and features:

Name Desgte  Public »

Network Disd] Edit an app X 4 O

V] OneNote v

riehlote You can allow communication with this app from any computer, including i M

Paint 3D those on the Internet or just from computers on your network. ] ™

[ Performance ] O

[ Print 3D Name: ‘%PTESt f

Proximity Shd path; l E:\siteworks\debug\ptest.exe | i

PTest ]

[ Remote Assis What are the risks of unblocking an app? ]

[JRemote Deskd You can choose which network types to add this app to. 1] |

[ Remote Even ] O
Network 5 OK Cancel T

[JRemote Even s ] O

lemote Scheduled Tasks Management
R Scheduled Tasks M O i

Allow another app.

4 App network Details page - Set networks

Antivirus Configuration

In addition to Windows Firewall the local Antivirus software may display a Dialog box similar to the
following ....

SecureAn,

This file is trying to connect to the Internet and is not trusted

E:\SiteWorks\Debug\PTest.exe

View Event Details

Recommendation:

Block this event if you are unfamiliar with this file.

K Block +/ Allow Once v Allow Always
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